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Abstract 
Multimodal Biometrics is the usage of multiple biometric indicators by personal identification systems for identifying 
individuals. It is applied to secure and authenticate the biometric data, enhance accuracy of recognition and reduce 
bandwidth. This paper presents a robust multimodal biometric image watermarking scheme using Particle Swarm 
Optimization (PSO). The key idea is to watermark an individual’s face image with his fingerprint image and 
demographic data. PSO is used to select best DCT coefficients in the face image for embedding the watermark. The 
objective function for PSO is based on the human visual perception capability and ability of the watermarked image to 
sustain image processing attacks. Experimental results show that the proposed technique embeds private biometric 
data securely in another biometric content without affecting the latter’s visual quality. The embedding technique 
ensures, that at the receiver’s side when the watermark is extracted, the practical usefulness of both the biometrics 
remains intact leading to a more secure and reliable system of personal recognition.  
© 2011 Published by Elsevier Ltd. Selection and/or peer-review under responsibility of C3IT. 
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1. Introduction 
Watermarking techniques have been used in multimodal biometric systems for the purpose of protecting 
and authenticating biometric data and enhancing accuracy of recognition. A multimodal biometric system 
combines two or more biometric data recognition results to increase the reliability of personal recognition 
systems that discriminate between an authorized person and a fraudulent person. Multimodal biometric 
systems find applications in law enforcement, e-commerce, smart cards[1], passports and visa[2] etc. 
Watermarking techniques [3] available in the literature for embedding information securely in an image 
hide data in either of the two image domains i.e., the spatial domain and the transform domain. In the 
spatial domain watermarking, the data is embedded in the Least Significant Bits (LSB) of each pixel in the 
cover image. In the transform domain, data is embedded by modulating coefficients of frequency domain 
image obtained using some transform such as the Discrete Cosine Transform (DCT) or the Discrete 
Wavelet Transform (DWT) etc.  Spatial domain methods [4, 5, 6, 7, 8] are able to hide data imperceptibly 
in host images, but lack robustness and are vulnerable to frequency attacks (JPEG compression, median 
filtering, blurring etc.) as compared to their transform domain counterparts.  
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Transform domain techniques are resilient towards frequency based attacks because the distortions 
introduced by the watermarks into the transform coefficients will spread over all the pixels in the spatial 
domain and thus the changes are visually less significant. Vatsa et al [9, 10] presented watermarking of 
biometric images using a combination of the wavelet and LSB based watermarking techniques. 
Techniques in [11] and [12] use block pyramid based adaptive quantization watermarking and ridgelet 
transformed face image watermarking respectively. However, the robustness in [11] is lower especially for 
large sized watermarks. Watermarking techniques lately have been used in conjunction with evolutionary 
computation [13, 14, 15]. However, in most of these methods, the original image is required for 
watermark extraction or the quality of the extracted watermark is low if the watermarked image is exposed 
to image processing attacks. The proposed watermarking scheme uses Particle Swarm Optimization (PSO) 
to find positions of best DCT coefficients block wise in the face image of an individual where the 
fingerprint image and demographic data can be embedded. The original image is not required for 
watermark extraction. The objective function for PSO is formulated as a combination of imperceptibility 
and robustness factors in such a way that the quality of the watermarked image is high and the watermark 
is still recoverable even if the watermarked image is exposed to image processing attacks. The results of 
the proposed method have been compared with the techniques in [11], [12], [14], [15] and [16] in the 
experimental section.  The better values of various quality metrics depict the effectiveness of the proposed 
technique in maintaining better watermarked image quality while retaining the feature set of both the 
original face and fingerprint to be used in multimodal biometric recognition. The rest of the paper is 
organized as follows: section 2 explains PSO, the proposed technique is given in section 3, section 4 
discusses the experimental results and finally, section 5 concludes the paper. 
2. Particle Swarm Optimization 
Particle Swarm Optimization [17] is a computational method that optimizes a problem by iteratively 
trying to improve a candidate solution with regard to a given measure of quality. It is inspired by social 
behaviour of bird flocking or fish schooling. A PSO algorithm maintains a swarm of particles, where each 
particle represents a potential solution. All particles have fitness values, which are evaluated by the fitness 
function to be optimized and have velocities which direct the movement of the particles.  
       Each particle keeps track of its coordinates in the solution space which are associated with the best 
solution (fitness) that has achieved so far by that particle called personal best, pbest. Another best value 
that is tracked by the PSO is the best value obtained so far by any particle in the neighborhood of that 
particle. This value is called global best, gbest. The basic concept of PSO lies in accelerating each particle 
iteratively towards its pbest and the gbest locations, with a random weighted accelaration w at each time 
step.  Let xij(t) denote the position of particle i in dimension j = 1,…,nx , in the search space at time step t. 
The position and velocity of the particle in the next time step t+1 are calculated as follows:  
             xij(t+1) = xij(t) + vij(t+1)                                                                                                                (1) 
             vij(t+1) = w × vij(t)  + c1r1j(t)[ pbesti – xij(t) + c2r2j(t)[ gbest – xij(t)]                                             (2) 
where, vij(t) is the velocity of particle i in dimension j = 1,…,nx at time step t. xij(t) is the position of 
particle i in dimension j at time step t, c1and c2 are positive acceleration constants used to scale the 
contribution of cognitive and social components respectively. r1j(t), r2j(t)~ U(0,1) are random values in the 
range [0,1], sampled from a uniform distribution. The personal best position pbesti associated with particle 
i is the best position the particle has visited since the first time step and gbest is the global best position at 
time step t. The process terminates when an acceptable solution is obtained or when the maximum number 
of iterations has been reached. 
3. Proposed Technique 
The proposed algorithm aims at watermarking a gray scale face image with its corresponding gray scale 
fingerprint image of a smaller size together with some demographic data. The proposed technique ensures- 
1. The imperceptibility of the watermark in the watermarked image 
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2. Robustness, so that watermark extracted is of good quality even if the watermarked image is 
subjected to image processing attacks.  
3. The extracted fingerprint and the watermarked face images at the receiver’s end are recognized 
accurately enabling efficient multimodal biometric authentication.  
Fig. 1 shows the steps of the watermarking algorithm at the sender’s side and the extraction at the 
receiver’s side. The steps in detail are presented in the following subsections.  
3.1 Watermark Embedding 
Step 1. Reading images: Read the cover face image F (m × n) and the watermark fingerprint image I (u × 
v) and the demographic data to be hidden. 
Step 2. Create watermark array: The visual information of an image is present in the most significant bit 
planes. Hence, extract four MSB’s of each pixel in I and concatenate them to obtain a sequence of bits W. 
Convert the demographic information to a binary sequence of bits and append it to W. This watermark 
sequence of bits W is to  
be hidden F. The sequence of bits in W can be permuted for security. Let the length of W be len.  
Step 3. Computer forward DCT: Divide the input facial image F into block of size N × N. For each such 
block of the input image F, compute its DCT which is a kind of signal decomposition that converts images 
from spatial domain to frequency domain [18]. Let the total number of blocks be r. Calculate the number 
of watermark bits to be hidden in each block as n = len/r.  
Step 4. Using PSO: In order to obtain the best coefficients’ locations for each block, we need to set certain 
parameters for the PSO function. The number of iterations can be set according to the level of accuracy 
required. Each particle in the swarm has a dimensionality equal to n as that is the number of coefficients 
required as the solution in each DCT transformed block. Hence, the initial population is constructed by 
randomly taking combinations of n coefficients from all the low frequency coefficients of the block. For 
eg, if n=4, for each block, the initial population consists of sufficiently large number of particles each 
having four low frequency coefficients. Next, the objective function to be used by the PSO module is set 
in such a way that both quality and robustness of the watermarked image are acceptable. 
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image 
Demographic data 
Fig. 1  Proposed Framework of Multimodal Biometric Authentication using PSO based watermarking. 
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   The quality of the watermarked image is calculated using Structural Similarity Index (SSIM) which is 
the generalized form of the Universal Image Quality Index (UQI) [19] defined as follows: 
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where, x and y are corresponding windows of the same size of the original and stego images and  and   
are the corresponding averages of x and y respectively. ࣌x2 and   are the corresponding variances of x 
and y, ࣌xy is the covariance of x and y and c1and c2 are appropriate constants. The quality index takes the 
Human Visual system (HVS) into consideration. It models any distortion as a combination of three 
different factors: the loss of correlation, the luminance distortion and the contrast distortion. The 
robustness of the watermarked image is represented by Normalized Correlation (NC) which is used as the 
objective quantitative measure to compare the original and the extracted watermarks. It is defined as:      
  
¦
¦
 
i
i
i
ii
w
ww
2
'
NC
                                                                                                                                   (4)      
where, w represents the inserted watermark and w' represents the  extracted watermark. The NC value can 
be anywhere between 0 and 1. The closer the NC value is to 1, the higher the accuracy is for the recovered 
watermark. The value of  NC is calculated after exposing the watermarked block to various attacks. Hence 
the objective function for PSO is defined as: 
O.F. = (1 – SSIM(f, f')) + Ȗ(1 – NC)                                                                                                         (5)      
where, Ȗ is a weighting constant and f and f’ are corresponding blocks in cover and watermarked images. 
In every iteration, the watermarked image is computed using the coefficients of each particle and the 
fitness of the particle is then calculated with respect to the objective function. The position of every 
particle is updated depending upon its personal best pbest and the best particle obtained so far in the entire 
population i.e. gbest using eq. (1) and (2) respectively. The resulting PSO selected particle represents the 
optimum solution which when used for embedding, will result in better image quality. The output of the 
PSO module will be the positions of n best coefficients for each block which are to be used for embedding 
n bits in the same block in the embedding step. 
Step 5.  Watermark embedding: Next, the n bits from the watermark pattern W are sequentially embedded 
by quantizing the n best coefficients (computed using PSO) in each block. For this purpose, the algorithm 
proposed is a variation of the method given in [16]. Let D be the value of the DCT coefficient and M be 
the modulus, the remainder rem and the quotient q respectively are given by eq, (6)                           
q=|D|/M      and       rem=|D|mod M                                                                                                        (6) 
The initial value D of the coefficient is changed to D' to embed the binary information of the watermark 
pattern as follows: 
         If the current input watermark bit is 0: 
     rem' = M/4 
     Dmin = q × M + rem'   
     Dmax = (q + 1)× M + rem' 
 If the current input watermark bit is 1: 
rem' = 3×M/4 
Dmin = (q - 1) × M + rem'  
Dmax = q × M + rem' 
Let Dmin and Dmax be of the same sign as D. Now modify D to D' as: 
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Eq. (7) assigns to D' a value out of Dmin and Dmax that is closer to it. However, If     |D' | mod M  M/2 then  
D' = Dmin    and   If     |D' | mod M < M/2 then D’ = Dmax    
The value of M is a predefined constant and is used as a reference threshold. Higher is the value of M, the 
robustness of the method increases, but the quality of the watermarked image decreases. The value of M is 
chosen in such a way so as to obtain a balance between robustness and image quality. 
Step 6. Compute block wise inverse DCT: After embedding all watermark bits, inverse DCT [18] is 
applied on each image block independently to give the watermarked image F'. 
616   Punam Bedi et al. /  Procedia Technology  4 ( 2012 )  612 – 618 
3.2 Watermark Extraction 
The hidden watermark fingerprint image and demographic data can be extracted by the reverse process. 
This process uses the positions found with PSO in the embedding phase and the modulus M as extraction 
key. The watermark pattern is extracted with the help of the key and eq. (8). First compute the forward 
block wise DCT of the watermarked face image. For each block, extract the coefficients depending on the 
key. For each such coefficient D, let the extracted watermark bit be w as: 
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All the bits are concatenated and the inverse permutation transformation is applied. Once the watermark 
pattern is obtained, the fingerprint image and the demographic data are constructed. 
4. Experimental Results 
The performance of the proposed watermarking technique has been evaluated and compared with some 
latest multimodal biometric authentication techniques [11, 12, 15] and some latest DCT based 
watermarking techniques [14, 16]. Matlab 8 has been used for the implementation of our technique. The 
experiments were performed with test fingerprint images from the database FVC 2004 DB1 (Fingerprint 
Verification Competition, 2004) and test face images from The Indian Face Database [20]. The results 
have been tabulated for four standard face images of size 512 × 512 as shown in fig. 2(a-d). All these 
images have been used to hide smaller fingerprint images of size 90 × 90 (fig. 2e-h) together with 
demographic data using the proposed and the above mentioned methods.  The input face image is divided 
into 8 × 8 sized blocks and PSO is run block wise to obtain best DCT coefficients’ locations in each block.  
Fig 2.     Host Face images. (a) F1  (b) F2  (c) F3  (d) F4.               Watermark fingerprints. (e) I1  (f) I2  (g) I3  (h)  I4 
   Table I.  Values of the quality measure PSNR and SSIM 
obtained after embedding the fingerprint images I1, I2, I3 
and I4 together with demographic data in the corresponding 
host face images F1, F2, F3 and F4. 
                    Table II. Values of the quality measure     PSNR 
SSIM and NC obtained after embedding the 
watermark I1in the face image F1and exposing it 
to various image processing attacks 
 
Each block of a cover image is used to hide 8-10 bits of the input watermark bit pattern depending on the 
size of the watermark data to be hidden. The value of M is chosen to be 20 and that of Ȗ is chosen to be 
0.5. The parameters used by the PSO module are set as follows: the no. of particles ns is taken to be 120 
and the no. of iterations is taken as 100. The value of constants c1 and c2 in eq. (2) are taken 
Host 
Image 
Quality 
Metric 
[11] [12] [14] [15] [16] Propo
sed 
F1 PSNR 38.95 37.62 32.18 36.42 37.32 40.89 
 SSIM 0.938 0.936 0.928 0.932 0.932 0.953 
F2 PSNR 39.42 38.82 33.15 35.82 37.76 40.95 
 SSIM 0.941 0.939 0.931 0.918 0.938 0.961 
F3 PSNR 37.58 36.84 31.72 34.45 36.17 39.92 
 SSIM 0.923 0.907 0.898 0.905 0.920 0.942 
F4 PSNR 39.24 39.33 33.92 36.96 38.08 41.34 
 SSIM 0.944 0.942 0.929 0.912 0.926 0.964 
Attack          PSNR SSIM NC 
Unattacked 40.89 0.9535 1 
JPEG Comp(Q:13) 38.72 0.9239 1 
JPEG Comp(Q:8) 37.60 0.9011 0.9998 
JPEG Comp(Q:3) 37.03 0.8865 0.9695 
Sharpen 33.92 0.8494 0.4212 
Sharpen edges 40.39 0.9531 0.9858 
Diffuse glow 34.73 0.8672 0.8550 
Median filter 35.56 0.8532 0.4298 
Unsharp mask 40.68 0.9532 1 
Blur 39.51 0.9380 0.9495 
5% Salt & Pepper Noise 28.13 0.8177 0.8192 
10% Salt & Pepper Noise 25.09 0.7008 0.6977 
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approximately equal to 2. The objective quantitative measures used for comparison between the original 
and the watermarked images are Peak Signal Noise Ratio (PSNR) [18], Structural Similarity Index 
(SSIM) (eq. 3) and Normalized Correlation (NC) is used as the objective quantitative measure to 
compare the original and the extracted watermarks as defined by eq. (4). Table I lists the comparative 
PSNR and SSIM values between cover and watermarked images for all the techniques. It can be clearly 
seen that the proposed technique outperforms other methods because of the effective objective function 
used by its PSO module and the effective coefficient quantization done in the watermark embedding step. 
Table II lists the PSNR and SSIM values between cover and watermarked images and the NC values 
between original and extracted watermarks for the proposed method. These values are tabulated after the 
watermarked image has been exposed to various image processing attacks. The value of M is chosen in 
the embedding method in such a way that both the watermarked face image and the extracted fingerprint 
image are good in quality (which is evident from NC values in table II) and retain their respective 
features (facial features in case of face and minutiae points [21] in case of fingerprints) to enable accurate 
verification. 
5. Conclusions 
   An efficient multimodal biometric image watermarking technique using Particle Swarm Optimization 
(PSO) for hiding a fingerprint image together with some demographic data in the corresponding face 
image has been presented in this paper. The technique has been proposed for the purpose enhancing 
accuracy of recognition, reducing bandwidth and for the security and authentication of the biometric 
data. The algorithm presented has been applied for hiding fingerprint image data and binarized 
demographic data in PSO selected DCT coefficients of the cover face image. The performance of the 
proposed technique has been evaluated and compared with some recent multimodal biometric 
watermarking techniques and some recent DCT based techniques. The better values of quality metrics 
like Peak signal Noise Ratio (PSNR), Structural Similarity Index (SSIM) and Normalized Correlation 
(NC) depict the effectiveness of the proposed technique in maintaining imperceptibility and good 
watermarked image quality even when the amount of hidden data is high and in retaining the practical 
usefulness of both the biometric images.  
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